> Justice INFORMaTION SHARING PRacTiTioNers NeTWORK

' ; 3 59@@

Welcome to the Indiana Data Exchange Project (IDEX):
A JIS Success Story

Your phone will be muted upon entry.
This session will be recorded.

If you encounter technical problems, please call
WebEX technical support at 1-866-229-32309.

If you are dropped out of the webinar, you can rejoin.
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« Thomas Wyss, Indiana State Senator and Global

Representative from National Conference of State
Legislators
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Business First Approach to Information Sharing:
Lessons Learned from the Creation of Indiana’s
Strategy & Solution
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Topics

sl Background

* Intent/Purpose of the Project

sl Strategic Planning Process

» The Business First Approach

= ROI Overview

» Cost savings and cost avoidance

= Thank You

* Questions
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Current State: Silos

More than
just corn
silos In
Indiana...
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Key Business Drivers

2| Indiana’s justice and public safety organizations have historically
&1 made independent decisions regarding public safety data
~| communications and how and when to share electronic data.

An opportunity existed to improve efficiency and enhance public
safety services.

The State of Indiana public safety community recognized a need
to enhance services by sharing data across jurisdictions,
Including among local, state and federal public safety agencies.

State of Indiana desired to emerge as a national leader in
- | criminal justice and public safety information sharing.
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Agency Collaboration from Day One
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High-Level Solution: Proof-of-Concept

System-to-system Exchange Portal Searches
| : — —_—
Statewide m
CAD $ |
NIEM | NIEM NIEM
( Enterprise Service Bus

|

|

|

|

|

| NIEM |

| | N

| | pomees

| WebEOC I
| C | g

| | Portal 2 e, by g8
| |

— — — — — — — — — — — — — — — — — — — — — — — — — o— e— —

Audit | Tax | Advisory | Risk | Performance © 2012 Crowe Horwath LLP 9



Crowe Horwath.

Topics

Background

* Intent/Purpose of the Project

Strategic Planning Process

» The Business First Approach

= ROI Overview

» Cost savings and cost avoidance

= Thank You

* Questions

Audit | Tax | Advisory | Risk | Performance © 2012 Crowe Horwath LLP

10



Crowe Horwath.

Business First Approach

1.Envision 2. Architect 3. Build

Mission and vision System design NIEM-conformant
statements exchanges

System architecture
Current environment (NIEM, GFIPM, GRA) Setup of enterprise

assessment ol tat I environment
: mplementation plan i i
Gaps/needs analysis P P (Enterprise Service
Bus, Portal, Fusion

Prioritized data Core Solution)

exchanges
_ Return on Investment
Exchange modeling Analysis

Strategic Plan

Audit | Tax | Advisory | Risk | Performance © 2012 Crowe Horwath LLP
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IDEX Vision and Mission

Vision

* Indiana will be a leader in providing secure, standards-
based enterprise data exchange and information
sharing enhancing the safety and security of all
Hoosiers.

Mission

 To establish a comprehensive framework and strategy
to promote and facilitate the exchange of critical
Information in a secure environment to support the
missions of local, state, federal and private sector

partners.

Audit | Tax | Advisory | Risk | Performance © 2012 Crowe Horwath LLP 12
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Agency Current Environment Assessment

Governance

Privacy & Security

Audit | Tax | Advisory | Risk | Performance

Systems R

State of Indiana  Public Safety Data and Crowe Horwath.
Agency Current . Y
Agency Background

The Indiana Department of Natural Resources (DNR) Law Enforcement Division employs 214 conservation officers who serve
the public and protect the natural Hoosier heritage of the state of Indiana. The division has its headquarters in Indianapofis and

10 law enf districts throug the state. Founded in 1887, the Law Enforcement Division is the oldest state
law enforcement agency, and one of the most diverse.

Governance
& Indiana Administrative Code Titie 312 Article 4 grants specific operating authority to the DNR Law Enforcement Division.
® A DNR conservation officer is a law enforcement officer under IC 2-13-2-82 and IC 35-41-1-17 and has the power to enforce

Indiana laws.
Public Safety Systems Privacy & Security
The table below summarizes the systems that are used by DNR. The table provides the name of | |[DNRis govemad by the
the system, the agency that owns the system, and a summary of its busness use. following standards:

WE_ et
responsible for and
Systoms owned by DNR must oversee the
. protection of personal
cooy DNR conY e of record for 3} activites of the DNR Law. ; x
- e m [ i mey
- . collect. [Information

g Security Framework
e Inctara Data 3 Spmm Acem ko nformaton (ISF)4.5.1]

BMV records, venice history, warmants, crimnal Sisiones, Vickert Gang & 28 CFRpart23-A
ang Temorizt Organizaton Flie (VGTOF). 2 project or authorized

recipient shall
Systems and Interfaces disseminate crminal
intefigence

DNR owns one system, CODY. It interfaces w'lh both state and federal systems. The system box information only
details the system’s use, type. and number of users. where there is a need

[ Indiana Department of SrE to know and a right to

know the information
Natural Resources in the performance of

a law enforcement
activity.

828 CFRpart23-A
project shall
disseminate crminal
intefigence
information only to law
enforcement
authorities who shall
agree to follow
procedures regarding
information receipt,
mantenance,
security, and
dissemination which
are consistant with
these principles.

ey

=[==[= l

No interfoces defined
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Statewide System Map

State of Indiana « Public Safety Data Imercperability and Integration

Agency Currant .

Ageney and System Level View

Esri GIS netPlanner Radiation Transport WebEOC
Dt Edvpers Soe mapping Sharing of county disaster Mazardous waste Grivis o
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Indiana Department of Homeland Security
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Agency Gaps/Needs

State of Indiana « Public Safety Data Interoperability & Integration Page 1 of 10
Agency Needs Assessment and Gap Analysis Summary
Indiana Department of Homeland Security (IDHS)
The table below presents the areas identified as gaps or needs in the current information systems utilized by the agency.
- Who will .
Information Who has the How will the Benefit to the
Needed data? u::t:r;e data be used? agency o || B
Calls for Integrated Response & To coordinate Provides
[Sen— senvice, Public Safety Recovery emergency awareness of
Management incident Commissicn Division - operations and emergencies for 1 13
v information (CAD/RMS) ECC emergency proper response
planning
Calls for ) .
senvice, Local law Response & To coordinate Provides
DRl roent  erioement . Recowy  emereney e -
Management information (various B P =
] EOQC emergency proper response
¥ planning
Power outage  Various energy Response & To populate Provides
information, companies Recovery critical information
number { Division - emergency needed to
Infrastructure affected, nug::;s EOQC response respond 1 3
percent, and =S information in appropriately in
locations of WebEOC an emergency
outages
Crowe Horwath.
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Statewide Gaps/Needs

Seate of Indlana » Public Satety Data Inssroperablliey and ine gration
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Prioritization: Heat Map - - :
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Guiding Principles
Ability to save time and create
efficiencies

Number of agencies benefiting
from the exchange

Quality of data, including
validity and accuracy

Ability to demonstrate security
and privacy (defining publically
accessible and non-accessible
material)

Ability to leverage existing
NIEM IEPDs from the
Clearinghouse
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Process Modeling

The logical data model below indicates the data el currently collectad within the eCWS system.
Agencies permitting a search of their citations may wish to remove some of these elements from the

query response. In response to 3 query, the response may contain zero to many instances of the citation
document below.

Draft — For review and discussion only . Crowe Horwath.

Audit | Tax | Advisory | Risk | Performance

State of Indiana « Public Safety Data Interoperability & Integration
Data Exchange Analysis 12

tation and Waming Portal Search

Quer one milion traffic citations are issued in Indiana every year. Of this number, approximately 50
are issued using eCWS. Currently, eCWS contains over 2.1 million citation records. These

citations include nformation about the person issued the ctation and f applicable, the vehicle associated

with the incident.

There are two types of citations. A citation is i d i if the subject is charged

with at least one misd statute. Oth . the citation is. 8 a G if

The communications infrastructure of each agency will determine how often citations issued using their

mobile computer are uploaded to the eCWS database. In general. citations issued by the Indiana State

Police are uploaded every 15 ma Cther j ictions may only upload every 48 hours.
1 = 7
. Query eCWS Display Results
S System on Mobile/
‘— Workstation
[—' ;.::g«éucmﬁmm ) ECWSTII(ﬁK
;3; Determine User| o hiﬁat: eCws Fonnr:i Query
z Authentication/ Query Responses
§ Authorization
| lL*i's"'a““:"w/
'\ Justy Heque:
|‘.1 ’ / |
b Capture Query Retrieve
@ Audit Trail Matching
3 Records
|l
Activities

1. Query eCWS System
The eCWS system may be queried for citations and wamings based on the following critenia:

= Subject Name and Date of Birth
= Subject Operator License Number (OLN)
= Vehicle Tag State and Tag Number

Draft— For review and discussion only « Crowe Horwath
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Primary Guiding Documents
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“This is not rocket science, but it does represent a kind of discipline.”
-From: Crossing the Chasm, p 67, Geoffery A. Moore
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IDEX Privacy Policy

Developed a Privacy Policy to
support IDEXx

Received TA from BJA/IIR to
draft the initial policy

Leveraged best practices from
fusion center policy development,
Global publications, and other
state information sharing policies
including from Alabama and
Hawalii

Audit | Tax | Advisory | Risk | Performance
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MPLEMENTING
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The Importance of a Demonstrable ROI

Support for information sharing goes
beyond the business case

In today’s economic climate,
information sharing initiatives need to
demonstrate a Return on
Investment (ROI)

Cost savings (spending less than
previously spent) and cost avoidance
(expenses that are no longer needed)
can be demonstrated in three areas:

People

Processes

Technology

ROI

“You can’t allow tradition to get in the way of innovation.”
-From: Disney CEO, Robert Iger, HBR July/August 2011
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Return on Investment — Approach

The return on investment estimates the potential cost savings and cost
avoidance achieved through standards-based information sharing using an
enterprise data integration environment for the identified gaps/needs (350+)

* Focus on two components:

Cost Savings Cost Avoidance

» Cost savings is spending less than » Cost avoidance is used to
previously spent or less than quoted communicate the expenses that will
options. no longer be incurred as a result of

an increase in efficiencies.

ROI looked to the enterprise data sharing environment and leveraged
national information sharing models including JIEM, NIEM, GRA and
GFIPM.

Audit | Tax | Advisory | Risk | Performance © 2012 Crowe Horwath LLP
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Approach: Estimated Cost Savings (Current vs. Future)

Current state
(point-to-point interfaces)

. Proposed Future
VS.

(enterprise approach)

Infrastructure costs

Cost of development of
each individual interface in
a point-to-point manner

Build out of enterprise
environment (ESB, portal)

Cost of each NIEM-
conformant exchange,

Cost of maintenance of including JIEM modeling

each interface )
Cost of ongoing support and

maintenance

Audit | Tax | Advisory | Risk | Performance

J

Estimated current vs.
proposed future for
350+ data sharing
gaps/needs

Savings exists when
more than two
agencies desire
access to same data
set

Results indicated a

savings of aver 13%

to develop all desired

exchanges in the

enterprise environment
Range as high as 35-
40% for some
exchanges (multi-
agency, multi-
domains)

© 2012 Crowe Horwath LLP 24
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Approach: Estimated Cost Avoidance (Current vs. Future)

Current state

(manual or semi-automated)

Estimated cost of
performing process
manually today for

gaps/needs

(high-impact ones;
extrapolated to others)

Factors: Personnel time
(sending/receiving),
Additional materials or
handling costs, Annual
volume of transactions,
average state salary/fringe

Audit | Tax | Advisory | Risk | Performance

Proposed Future

(automated in enterprise)

Estimated cost of
performing process in
automated fashion for

gaps/needs

high-impact ones;
extrapolated to others

» Estimated process
cost for current vs.
proposed future for
350+ data sharing
gaps/needs were

Results indicated a
savings of over $3
million annually from
gained process
efficiencies

© 2012 Crowe Horwath LLP 25
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Findings

The demonstrated ROI is a result of the following combination of items:

Many
agencies Utilizing
wanting national data
access to the sharing
same models
informatio:

Streamlining

Streamlining architecture
business into an
processes enterprise

environment

"Gentlemen, we have run out of money. Now we must think."
-Winston Churchill
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Contact Information

Sen. Thomas Wyss
S15@in.gov

Jason D. Hutchens
Motorola Solutions
Solution Sales Engagement Manager — Public Safety
nmv643@motorolasolutions.com

Alicia L. Antonetti-Tricker
Crowe Horwath LLP
alicia.antonetti@crowehorwath.com
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P (L Q&A

Please use the chat feature to submit your questions.

Remember: Please stay on and complete the closing poll.

Watch for notice of the next JISP Beacon Webinar that will take place in September.
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